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Title:  Robustness Analysis and Implementation in Event-driven Cyber-physical Systems 

Abstract:  

With the increasing popularity of IoT technology, cyber-physical systems almost cover all 
essential infrastructure systems, such as intelligent manufacturing systems, smart 
transportation systems, smart logistics systems, smart grid systems, etc. To simplify the 
complexity of the problem, such systems are typically described as event driven systems. 
In practical applications, the essence of ensuring the security of these systems is that they 
must be able to resist any adverse behavior, such as blocking or vulnerability, in order to 
achieve their robustness. In previous studies, it was always assumed that resources would 
not fail, but in actual systems, resource failures occur frequently due to various reasons. 
Here, a formal approach paradigm is adopted to analyze and implement the robustness of 
the system, ensuring that it will not stagnate in the event of accidents or failures, that is, 
processes that do not require failed resources can be free from any blocking, achieving 
consistent and smooth continual operation. A series of robustness analysis and control 
strategies were proposed in the study to address various technical challenges faced in 
achieving system robustness and concurrency. The ultimate goal is to provide not only 
feasible but also optimal solutions to effectively cope with resource failures. 


